Abstract -Defending against virus attacks in network is a vital part of network security. With the rapid evolution of viruses, its defense mechanism has also been evolved over the years. But given the diversity and complexity of virus propagation and its attack behavior, no defense mechanism is equipped fully to protect the network from such attacks. Several antiviruses are available in the market. But none can give full proof solution to malicious attacks in communication networks. In this paper we present a mechanism to measure and compare the relative ability of antivirus against various kinds of viruses. We construct a hierarchical structure for different virus defense mechanism. Using Analytical Hierarchy Process (AHP) we construct a pair wise comparison matrix and find the value of corresponding Eigen vectors; we then apply the theory of AHP to calculate weight of each defense index. We validated our technique with an example. Our method can provide a strong reference to design an optimal network security solution.
I. INTRODUCTION
The last decade has seen a phenomenal growth of internet and communication technology. However it has also offered a platform for rapid evolution of different malicious code including viruses. To challenge new defense mechanism, modern computer viruses use various mutation techniques such as encryption, polymorphism or metamorphism to evade detection [1] [17] . We can classify mutation of virus in the following ways: 1) Encryption-Virus encrypt its body and carry a decryptor module with itself. In early viruses similar encryption key were used in each infection. With decryptor remain same in every generation; detecting the virus was relatively easy using signature of the decryptor [2] . 2) Polymorphism: Polymorphic viruses mutate their decryption engine in newer generation. They changes their payload dynamically to look different in every infection, though they function exactly same, making it difficult for traditional signature based detection scheme to detect them [3] [17] . 3) Metamorphism: -Metamorphics are body Polymorphics‖ [4] . Metamorphic virus does not use encryption, instead they mutate their code structure using various code obfuscation techniques; such as garbage code insertion, swapping interchangeable instruction, control flow obfuscation to create child viruses [5] . Child viruses thus created not only appear different but they also function differently [17] .
With the evolution of virus from simple encrypted code to much complex mutated code on every replication, the antivirus must become very sophisticated to defend against virus attack. Several methods of detecting the viruses have been deployed. But given the diverse structure and behavior of viruses, a single method is not sufficient to defend against complex attacks. Modern computer antivirus uses different defense mechanisms together to detect known as well as unknown viruses. For example Symantec antivirus [18] collaborate different defense mechanism to detect malicious code efficiently and effectively. Their file-based protection technology uses signature and heuristic based detection algorithm to scan files for known as well as unknown threats. Their Network-intrusion prevention system (Network-IPS), browser protection and unauthorized download protection system analyzes all incoming data stream before allowing into user's system. The behavioral based protection of Symantec uses machine learning based/artificial intelligence based classification engine to learn the difference between malicious code and innocuous traffic [18] .
Each defense mechanism has their advantages and limitations. Therefore it is very important to determine and compare the ability of defense mechanism used in antivirus in network environment. Determining the ability of the antivirus has great significance in virus research such as propagation dynamics, immunization, detecting and blocking known and unknown viruses.
Most of the research on computer virus focuses on virus propagation model, evolution of virus structure and virus detection and prevention. Measuring and comparing antivirus defense capabilities is a difficult task, because of the dynamics of virus attack. Ming Liu et al. proposed an evaluating model for antivirus ability [9] . In this paper the ability of antivirus has been measured and compared based on relative weight of operating system characteristics, anti-virus and other application characteristics and user characteristics. The focus of this work is on external affecting factor of antivirus. To our best of knowledge a very few research has been done so far on measurement and comparison of antivirus ability based on performance of different defense mechanism used in antivirus. The objective of this paper is to measure and compare antivirus's defense ability based on the relative weight of different defense mechanism used in core of antivirus. For this purpose we use here in this paper a multiple criteria decision making mechanism called Analytical Hierarchy Process (AHP) [6] [7] [8] [9] .
The rest of the paper is organized as follows. We present few related definitions, principles in section II. In section III, we present classification of virus defense mechanism. In sections IV we present our proposed scheme. Section V discusses the calculation of antivirus ability, finally we draw conclusion in section VI.
II. DEFINITIONS, PRINCIPLES, AND ANTIVIRUS PERFORMANCE METRICS
Discrete classification of defense mechanism is a difficult task. The following definition, principles and metrics form the basis of measuring and comparing the antivirus ability. We define the ability of a computer antivirus as the ability to detect, prevent and eliminate virus from computer system. By computer system we mean associated network, hardware, software and operating system. The more viruses especially new viruses an antivirus detect, higher the ability it has [9] [11] .
To measure and compare antivirus ability, the classification of antivirus should follow the following principles [9] .
 The defense ability must be measurable and comparable. The impact of the defense mechanism should be measurable.  The classification of the defense mechanism should be comprehensive, so as to cover broader range of antiviral factor.  The structural and functional boundaries of each defense mechanism should be well defined. It should not overlap with each other. The following metrics are used to evaluate the performance of a defense mechanism [10] People use various methods to detect, prevent and remove computer virus attack. Basically there are three main approaches of virus detection that may be used in modern antivirus software to defend from simple to much sophisticated and complex viruses.
 Signature scanning and emulation based  Machine learning based  Immune based
Signature Scanning and Emulation

Static Analysis Based Detection
In this technique, first the virus binary is disassembled to recover assembly level instructions. Then determine procedural boundaries and obtain control flow graph (CFG) of the instructions. Data flow analysis is done on the CFG to identify the instructions which modify memory locations.
Finally a directed graph based on the code is compared with final representation of suspicious activities to establish whether a program is benign program or virus [12] .
Heuristic Analysis
This technique uses the behavioral characteristics of computer viruses combining with past experience to analyze and detect unknown viruses [12] [13] . Heuristic based detection detects new/unknown viruses by searching for suspicious instructions within static files before they get a chance of activation. Heuristic based method use context to adjust sensitivity, e.g. a new downloadable program is more suspicious than an already installed and running program [18] . Heuristic analysis is prone to false positives.
Emulation Based Detection
In this technique antivirus implements a virtual machine to simulate processor, operating system and memory activities. This technique is useful especially for encrypted and polymorphic virus. Such virus decrypts in memory. The viruses are examined in virtual environment. One disadvantage of code emulation is that it sometimes takes long time if the decryption loop is very long [14] .
Pattern Based Detection
This technique looks for -virus signature‖, which is a unique sequence of bits from known viruses. This unique signature is organized into a database for use as a fingerprint to match while scanning viruses [15] . Recently some Zero-day (unknown) signature scheme has been proposed. Based on their characteristics, these schemes are broadly divided into two categories; Exploit [19] . Examples of exploit based signature scheme are polygraph [20] , Hamsa [21] , PADS [22] , CFG [23] , Taint Check [24] . Some of vulnerability-driven signature scheme are LESG [19] , COVERS [25] .
Nearly Exact and Exact Scanning
The second generation scanner use -smart scanning‖ by ignoring junk instruction such as nop. To achieve higher accuracy and speed near exact identification uses two search strings, hash functions or cryptographic checksums. Exact identification use checksums of all constant bits found in virus [15] .
Machine Learning Based Detection
Hidden Markov Models (HMM) based
HMM is a Virus detection tool requires training to represent a set of data, which is usually in the form of observation sequence and unique symbols. These data are derived from various viruses of a family. The observation symbols are unique assembly opcodes of all viruses. The opcodes of all viruses are concentrated to produce one long observation sequence. Given any observation sequence, we can watch it against a trained HMM to determine the probability of seeing such a sequence. The probability will be high if the sequence is -similar‖ to the training sequence [15] .
Data Mining based
This technique [10] is used to detect unknown viruses. The key to data mining approach is feature extraction. The feature vectors are used to train classification model for virus detection. When compared to a traditional signature or emulations based algorithms, data mining based detection technique reports higher detection rate but resulted in higher false positive rate.
Neural Network based
This technique is primarily used to detect virus-both known and new viruses. IBM has implemented this technique in their antivirus [15] . Feature they have used were short byte string called trigrams. Network is trained to identify training set which consist of both viral and legitimate boot sectors [16] .
Immunity based Model
This technique first extracts vaccine genes (computer virus signature code) and put them into vaccine gene library. After that it generates specific antibodies from known virus vaccine gene, and non-specific antibodies created based on vaccine gene using crossover, mutation and other possible operations. If an unknown virus is identified by non-specific antibodies, its vaccine gene will be added in vaccine gene library [11] . Another method of vaccination is being proposed by Wang et al. in [26] . The method is called Packet Vaccination.
IV. THE PROPOSED SCHEME:MEASUREMENT AND COMPARISON OF ANTIVIRUS ABILITY BY AHP
The measurement and comparison of antivirus is a multifactor optimization process and can be achieved by AHP.
AHP decomposes a complex problem into hierarchy of simple subproblems. These subproblems are weighted according to their relative importance to the problem. The bottom hierarchy is the solution alternatives. AHP synthesizes their weight to the problem and finds the best solution. AHP selects the solution alternative with the largest synthesized weight. AHP performs following steps [7] [8] [9] .
Step1: Structuring Hierarchy: Model a problem into hierarchy is the first step of AHP implementation. In this step decision criteria and sub-criteria layer are identified and organized in hierarchy. Overall goal is placed at the root/topmost level of hierarchy. Subsequent levels present option or decision factor to achieve the goal.
Step2: Constructing the pairwise comparison matrix: Comparison matrix of decision factors of same parents are generated through series of judgment.
Step3: Local weight calculation: Calculate the relative weight of decision parameters with respect to parent node using AHP equations.
Step4: Checking for judgment consistency and calculating global weight: Consistency of the judgment is checked. If it passes then only we proceeds for calculating weight of sub-criteria layer decision factor's weight with respect to the goal layer. Sum weight of decision factors may be calculated thereafter.
A. Structuring AHP hierarchy for defense mechanism
By decomposing the defense mechanism as stated in section 3 we can structure the problem as a hierarchy of multiple factor in Figure 1 .
In our problem, at the top level of hierarchy we have goal of the problem --Antivirus Ability‖-this level is designated as a goal layer. In the next level of hierarchy we have three decision criteria. We designate this level as decision criteria layer. The next level child nodes present the decision sub criteria layer. Where element gives the ratio of judgement value of i th factor weight to the j th factor maximum weight. takes the value from 1 to 9 according to AHP as shown in the Table I [7] . This implies that Signature scanning and emulation (A 1 ) is equal important of itself, Machine learning based method (A 2 ) is 4 times (refer Figure 1 and Table I ) more important than A 1 and 2 times more important than Immunization based (A 3 ). A 3 is 2 times more important than A 1. Similarly for sub criteria of A 1 , A 2 , and A3 as in Figure  I we present an example of judgment comparison matrix in (3), (4) and (5) n is the number of decision factor. According to (6) and (7) we calculate the weight of three factors in decision criteria layer against goal layer i.e. antivirus ability, and weight of specific defense mechanism in decision sub-criteria layer against the criteria layer. Finally we can get the weight of each specific defense mechanism toward goal layer.
We present below the in Table II the eigen vector for the comparison matrices above. 
D. Checking for judgment consistency
Judgment errors are inevitable, since comparisons judgment matrices are subjective, and have to be detected through the following equations.
Where is the maximum eigen value and CI is consistency index.
AHP matrix is perfect if Next consistency ratio (CR) is calculated as . RI is random index and has the following value as shown in Table III . [6] [7] . It is mentioned in [6] , [7] that the judgment error is acceptable if CR ≤ 0.1. Substituting value in (8) we find CI and CR value calculated using Table III. The results are listed below in Table IV . Thus all matrices pass the consistency check. We can now find out the combinational weight or priority of each defense index in decision sub criteria layer to the goal layer using weight ratio of criteria layer to the goal layer and weight ratio of sub-criteria layer to the parent in criteria layer [6] [9] in the following Tables. For a given antivirus, we should analyze and decompose the defense mechanisms it has used. We should calculate the weight of each defense mechanism of figure 1. We can calculate the sum weight of defense index with the following equation.
∑ ( ) ( )
indicates the sum weight of defense index in antivirus where ( ) is the defense index, ) indicates corresponding weight of ), indicates the score of defense mechanism ) in an antivirus, which can be estimated by the average virus detection rate of the particular defense technique minus its false positive rate.
E. Calculation of Antivirus Ability
We can calculate and measure the antivirus ability in the following way. Priorities of defense indexes of antivirus X and Y are listed in Table VIII , IX and X. Using (10) we can find the value of sum weight of defense of antivirus X as 80*0.02245+75*0.04111+73*0.01058+79* 0.17666+50*0.16326+88*0.02721 =30. 16513 And value of sum weight of defense of antivirus Y is calculated as 78*0.06239+82*0.00630+70*0.01058+73* 0.33215+65*0.16326+75*0.02721 =43.02322
From the above calculation we can conclude that antivirus Y is stronger than antivirus X. Figure 2 shows relative weight of criteria layer decision factors, against goal layer. Figure 3 shows the relative weight of sub-criteria layer decision factors against their respective parents as calculated in Table II . Figure 4 presents the priority of sub-criteria layer decision factors against goal layer; as shown in Table V , VI and VII. The comparison of ability of two anti-viruses has been shown in Figure 5 .
V. CONCLUSION AND FUTURE WORK
With the growing menace of computer virus, the antivirus industry is also gearing up to provide sustainable defense from virus attack. There exist several established methods for detecting known and unknown viruses. But given the diversity and complexity of new viruses, a single defense mechanism may not be sufficient to protect the computer and network from such complex attacks. Modern antivirus uses combination of two or more efficient defense mechanisms to defend against much sophisticated attacks in communication network. Each defense mechanism has their advantages and limitations. Therefore it is very important to determine and compare the ability of defense mechanism used in antivirus in network environment. In this paper we propose a mechanism to measure and compare the relative ability of different antivirus using a multiple criteria decision making process called AHP. The method gives the relative weight of each defense mechanism. It can also calculate the sum weight of defense index in an antivirus. The proposed method gives a strong reference to design an optimal security solution against diversified virus attack in networks. The proposed method is scalable; in the sense that it can accommodate any new defense mechanism released in future. We need to include it in the AHP hierarchy in Figure 1 and compute the comparison matrix accordingly.
In our future work, we plan to evaluate our proposed method in a live environment. We need to evaluate performance metrics related to a particular defense mechanism. The research in this direction will provide a more robust and reliable system to designing a stronger security solutions.
